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1. OOmue moJI0KeHUA

Hacrosimee «Ilonoxkenune o 3amurTe NEPCOHANBHBIX NaHHBIX» (Hanee — Ilonoxenue) B
UHGOPMALIMOHHBIX CHCTEMaX IMEePCOHaIbHBIX MaHHbIX (manee — MCII[Iu) T'V3 «KapsiMckas
LPBb» (nanee — Yupexaenue) pazpaboTaHo B COOTBETCTBUU ¢ 3akoHOM Poccuiickoit @enepanuu
or 27 wuwnsa 2006 roma Nel52-®3 «O mnepcoHalbHBIX JaHHBIX», [locTaHOBIEHHEM
[TpaButensctBa PO Ne 1119 ot 01.11.2012 r. «O06 yTBepxkaeHUH TpeOOBaHUIM K 3aIIuTe
NEPCOHAIBHBIX JaHHBIX MPH UX 00paboTKe B MH(POPMAIMOHHBIX CHUCTEMax IEPCOHAIbHBIX
naHubix», metoauueckumu pexkomenaanusmMu GCTIK Poccuu u ®Ch Poccun. Ilonmoxenue
pa3paboTaHo B HENIX oOecrieueHuss 0€30MacHOCTH MEePCOHANIBHBIX AaHHBIX (mamee — [1/[H) npwu
X 00paboTke B MHOOPMAIIMOHHBIX CHCTEMaXx MmepcoHanbHbIX HaHHbIX ['Y3 «Kapeimckas [[Pby.

[Tonoxxenue ompenenser mopsaaok padoTel nepconana MCIIJIH B yactu oOecnieyeHHs
6esomacioctr  I1JlH mpu wux o0OpabOTKe, MOPSAOK HCIONB30BAHUS CPEICTB  3aIUTHI
uHpopMaluy, pa3pabOTKy M MPUHATHE Mep MO MPEeIOTBPALICHUI0 BO3MOXHBIX OINACHBIX
MIOCJIEICTBUM TaKUX HApPYLICHHUM, IOPSNOK INPUOCTAHOBKU IpenocrasieHus II/[H B ciydae
oOHapyXeHHs HapyIICHUN Tpu ux 006paboTKe, MOpAI0K 00yUeHHUS MepcoHaa MpakTHUKe paboThl
B UCII[H, nopsaok KOHTpossi COONIOAECHHS YCIOBUM MCHOJIb30BAHUS CPEACTB 3aLUThHI
uH(pOpMaLIHU, TPETyCMOTPEHHBIE IKCIUTYaTAlIMOHHOM M TEXHUYECKOU TOKYMEHTAaIueH, mpaBuia
OOHOBNICHHSI OOIIECUCTEMHOTO0 ¥ MPHUKIAJTHOTO MPOTPAMMHOTO OOECIICYeHHs, IpaBHIia
OpraHHu3alyl aHTUBUPYCHOW 3amuThl M mnapoibHOW 3ammthl MCII/IH, mopsmok oxpaHbl u
JIOITYCKa IOCTOPOHHUX JIMI] B 3aIllUII[AEMbI€ ITOMELICHMUSL.

2. Tlopsiaok mpenocraB/ieHusi A0NYycKa nojab3oBareseil k padore B UCIIIn

Hacrosmuit nmopsinok onpexnensier neiictBus nepconana MCII[a B yactu obecrnieueHust
6e3onacunoctu [1JIH mpu ux o6padorke B UCII/IH.

[lepBoHavanbHbIil Jomyck moisib3oBarene k pabore B WMCIIJIH ocymectBisieTcss Ha
OCHOBAHMHU IpHKa3a, KOTOPBIA H3JaeTCs PYKOBOJUTENEM MEIULMHCKOIO YUpeKACHHUs (najee
PykoBonutens). B mpukaze ompeznensercss COUCOK COTPYJHUKOB, AOIYIIEHHBIX K pabore B
NCTI/H;

C uenbto obecriedeHNsl OTBETCTBEHHOCTH 3a BeJIeHHE, HOpMallbHOE (YHKIIMOHUPOBAHUE
U KOHTPOJIb pabOThI CPEICTB 3AIIUTHI HH(GOPMALIUU U BHIIOJIHEHHSI HEOOXOAUMBIX MEPOTIPUATUN
no obecneyenuto OeszonmacHoctu B MCII[IH pykoBoauTenemM Ha3HAyaeTcss aIMUHUCTPATOP
0€30IMacCHOCTH,

C uenpio coOoIeHUs] MPUHIINIA [IEPCOHATBHON OTBETCTBEHHOCTH 3a CBOU JEHCTBUS
KaX/IOMy COTPYAHUKY, nomyieHHomy K pabore B HWCIIH, AOMKHO OBITH CONOCTaBIIEHO
NEPCOHAIbHOE YHHMKalIbHOE MM (y4eTHas 3allCh MOJIb30BaTeNsl), MOJ KOTOPHIM OH Oyner
peructpupoBatbes U padotats B UCIT/H.

Hcnonp3oBaHne HECKOIBKUMHU coTpyaHuKaMu npu padore B MCII/H ogHOrOo u TOro e
MMEHMU T0JIb30BATEIIS 3anpeuieHo.

B nanpheiimem, npouenypa peructpauuu (Co3AaHMsl YIETHOM 3alKCH) MOJIb30BaTeNs U
IIPEIOCTABIIEHUS €My (WM U3MEHEHHMsI ero) npas pocryna Kk pecypcam MCII/IH nanumupyercs
3agBkoil ([Ipunoxenue 1).

B 3asBke yka3biBaeTcs:

- COIep)KaHHE 3alpallliBaeMbIX HW3MEHEHUH (perucrpamnusi HOBOIO IOJIb30BaTelNs
NCII/H, ynaneHue ydyeTHOW 3allMCH MOJIb30BATENS, PACIIUPEHUE WM CYKEHUE TOJTHOMOYMH U
npaB goctyna k pecypcam UCII/IH panee 3aperncTpupoBaHHOTO MOJIB30BATENS);

- IOJDKHOCTh (C TIOJIHBIM HaMMEHOBaHHEM OTjAena), ¢GaMuiIus, UM U OTYECTBO
COTPYJIHUKA;

- UM TOJIb30BaTeNs (Y4eTHON 3alUCH) JAaHHOTO COTPYAHUKA;

- IOJIHOMOYUSI, KOTOPBIX HEOOXOIMMO JINIIUTH MOJIB30BATENS WIIK KOTOPbIe HEOOXOAMMO
J00aBUTH MOJH30BATENIO (ITyTEM yKa3aHHsI pelraeMbIX mojib3oBareneM 3anad B UCI1/IH).



3asBKy paccMaTpMBaeT M BH3UPYET pPYKOBOJIUTEIb, YTBEpXKIas TEM CaMbIM
MIPOU3BOJICTBEHHYIO HEOOXOUMOCTh JI0MycKa (M3MEHEHUs MpaB I0CTyNa) JAHHOTO COTPYAHHMKA
K HEOOXOJMMBIM /ISl PeLICHUs UM YKa3aHHBIX B 3asBKe 3a1a4 pecypcam MCII/IH. 3aTem 3asBKa
nepegaeTcs aAMUHUCTPATOPy 0€30MaCHOCTH JIJIsl BHECEHUS HEOOXOAMMBIX U3MEHEHUN B CIHCKU
nosnb3oBareneit UCIIH.

Ha ocHoBanum 3asBKM agMHUHHCTpaTOp O€30MAaCHOCTH MPOU3ZBOJUT HEOOXOAUMBIE
ornepauuy IO CO3JaHui0 (yJaJeHMIO) YYETHOM 3alllCH I0JIb30BaTelsl, IPUCBOEHUIO EMY
HAYaJbHOTO 3HAUEHHUs MapoJis, a TaKKe PETUCTPALMI0 IMEPCOHAIBHOIO HAEHTU(dUKATOpa U
Jpyrue HeoOXO0MMbIe EHCTBUS, YKa3aHHBIC B 3asBKE.

[Tocne BHeceHUsI M3MEHEHUU B CIMCKH IOJb30BaTeNell aJMUHUCTPATOp OE30MaCHOCTH
JOJDKEH — 00ecrieunTh HACTPOMKM CpPEACTB  3allUTHl  COOTBETCTBYIOIIME TpeOOBaHUAM
6e3onacHoctH ykazannou MCII/H.

CoTpynHuKy, 3aperucTpUupoBaHHOMY B KauecTBe HOBoro mnoibs3oBarens WCII/H,
COO00IIIaeTCcsl UMS COOTBETCTBYIOILIEIO €My IOJIb30BATENs] U MOXKET BBIJABATHCS MEPCOHATbHBIN
uACHTUPHUKATODP (11 pabOThl B peXXMME YCUJICHHON ayTeHTH(UKAIMHN) U HadalbHOE 3HAUYCHHE
napoJisi, KOTOpOe OH 00s13aH CMEHUTH MPHU MIEPBOM K€ BXOJIE B CUCTEMY.

WcnonnenHas 3asBKa XpaHUTCS y aIMUHUCTPATOpa OE30MACHOCTH.

OHa MOeT BIOCIEICTBUU UCIIOIb30BATHCS:

- JUI1 BOCCTAaHOBJICHHSI IIOJITHOMOYM I10JI30BATENIEN 1IOCIE BOSHUKHOBEHHS BHEIITATHBIX
CUTYaLUH;

- 11 KOHTPOJISL IPAaBOMEPHOCTH HAJIMYMUSA Y KOHKPETHOTO MOJIb30BaTeNs IPAB JOCTYIA K
TeM mwin uHbIM pecypcam MCIIIu npu pa3dope KOHGIUKTHBIX CUTYAIIHIA;

- JUI TPOBEPKHU COTPYJHHKAMH KOHTPOJUPYIOLIIMX OPraHOB IMPABUIBHOCTH HACTPOUMKHU
cpenacTB pasrpannyeHus gocryna k pecypcam MCII/IH.

3. Ilopsinox padorsl moJn3oBatesieit UCIIIH B yacTu oGecnieveHust 6€e30MacCHOCTH
II1n npu ux odpadorke B UCIIIn

[Tonp30BaTens UMEET MPaBO B OTBEIEHHOE €My BpeMsl peliaTh MOCTABJICHHBIC 3a7a4l B
COOTBETCTBUU C MOJHOMOUUAMHU J1ocTymna K pecypcam UCIT/IH.

[Tonp30BaTens HeCEeT OTBETCTBEHHOCTh 3a MPABWJIBHOCTH BKJIIOYEHHUS W BBIKIIOUCHHS
cpenctB BerunciautensHoil TexHuku (CBT), Bxoma B cucteMy M Bce NEHCTBUS MpH paboTe B
NCTIH;

[Tepen nauanom pa6otsl B UCIIJIH, cCOTpyAHHUKHU yupekIeHUs, TONMyIIeHHbIe K padoTe ¢
[T/1H, mpuHUMaIOT 00513aTEILCTBO O HEpa3MIIAlIeHUH MepCoHANbHBIX TaHHbIX ([Ipunokenue 2);

Bxon mnonp3oBarenss B cCHCTEMY JOJKEH OCYIIECTBISTHCA IO BbIAABAEMOMY €MY
AIIEKTPOHHOMY HACHTHU(HUKATOPY U 110 IEPCOHATTLHOMY MTapOJIIO;

3amuch uHpopmammu, coaepxkamie [1/[H, momKHA OCYIIECTBIATHCS TOJIBKO Ha
MalTUHHBIE HOCUTENIN MH(POPMAIIMH, COOTBETCTBYIONIUM 00pa3oM yuTeHHbIe B JKypHaye ydeTa
3amuiaeMbix Hocuteneit uabopmanuu (IIpunoxenne 3). OTBeTCTBEHHBIM 3a BeneHue JKypHaina
ydeTa SBISIETCS aIMUHUCTPATOP O€30MacHOCTH;

IIpu paboTe cO CHEMHBIMH MANIMHHBIMH HOCUTEISIMH WH(OPMAIMU TIOJIb30BaTENb
KK pa3 mepes HadaaoMm padoThl 00s3aH TPOBEPUTH WX HA OTCYTCTBHE BHUPYCOB C
UCIIOJIb30BAHUEM IITaTHBIX AHTHUBUPYCHBIX MPOTPaMM, YCTAHOBIIEHHBIX Ha KOMIIbIOTEpax
HUCTIIa. B ciydae oOHapyXeHHSI BHUPYCOB IOJB30BaTellb O0s3aH HEMEIJICHHO MPEKPATUTh
UCIIONIb30BaHNE HOCHUTENs WH(OpPMAllMM W JEWCTBOBaTH B COOTBETCTBUU C TPEOOBAaHUSIMU
nmanroro Ilonoxenns,

Kaxxnpiii cCOTpyAHHK, yU4aCTBYIOIIUNA B paMKaX CBOMX ()YHKIIMOHATBHBIX 00S3aHHOCTEH B
mporieccax aBTOMAaTHU3WpOBaHHOW o0paboTku [I[JlH W wMmeromuid AOCTYyHm K anmapaTHBIM
cpeacTBaM, mporpaMMHOMy ofOecniedennto U gaHHeIM  MCII/IH, HeceT mnepcoHalbHYIO
OTBETCTBEHHOCTb 32 CBOM JICVCTBUS U 00A3aAH.:



— CTpOro cobOioJaTh YCTaHOBJICHHBIE MpaBuia obOecrieyeHus 0e30macHOCTH WH(pOpMAIUU
pu paboTe C MPOTPaMMHBIMU U TeXHUYecKuMu cpeactBamu UCIIH;

— 3HaTh W CTPOTO BHINOJHATH IMpaBHia pabOTHl CO CPENCTBAMM 3allUTHl HH(DOpMAIIH,
ycTaHoBJIeHHbIMU Ha kommnbioTepax UCII/IH;

— XpaHUTh B TallHE CBOH Mapoiib (maponu). B coorBercTBHM ¢ 1. 7.5. nanHoro [lomoxxenus
U C YCTAaHOBJICHHOW MEPUOANYHOCTHIO MEHITh CBOM MapoJib (apoin);

— XpaHWUTb  YCTAHOBJEHHBIM  TOPSIAKOM  CBO€  WHIUBUAYAIbHOE  YCTPOMCTBO
UACHTUGUKAINHY (KITI0Y) U APYTHE PEKBU3UTHI B HETOCTYITHOM JJIsi HOCTOPOHHUX MECTE;

— BBINOJHATH TpeboBaHus [lonoxkeHus Mo opraHNU3auy aHTUBUPYCHOM 3alUTHI B TIOJTHOM
o0Beme.

HememyieHHO W3BECTUTH aJIMUHUCTPATOpa WH(MOPMAIMOHHOW OE30MaCHOCTH B CIy4yae
yTepu MHAMBUAYAIBHOTO YCTpoWCTBa UACHTU(UKAIMK (KIOYa) WM MpPU  OJO3PEHUU
KOMITPOMETAITNH JIMYHBIX KIIFOUEH ¥ MMaposeil, a Takxke npu 0OHAPYKCHHH:

— (akToOB COBEpUICHHS TMOIBITOK HECAaHKIMOHUpOBaHHOro noctyna (mamee - HCJH) k
NCIIH;

— HECAHKIMOHHPOBAHHBIX M3MEHCHHMI B KOH(UTYpally MPOTPAMMHBIX HIIU amiapaTHBIX
cpeacts UCII/IH;

— OTKJIOHEHUH B HOPMAJIbHOU pabOTE€ CUCTEMHBIX M MPUKIAJHBIX MPOTPAMMHBIX CPEJNICTB,
3aTpyaHsiomux akcruryatanuio  CBT, BeIxoga wu3 CTposs WIA HEYCTOMYUBOTO
dbyukumonuposanus y3noB CBT unu nepudepuilHpIx yCcTpoHCTB (ckaHepa, IpUHTEpa U
T.IL.), @ TAKKE MEPeOOCB B CHCTEME DIICKTPOCHAOKCHHUS;

— HEKOPPEKTHOro (YHKIIMOHUPOBAHUSA YCTAHOBICHHBIX Ha KOMIBIOTEPHI TEXHUYECKUX
CPEZICTB 3alIUTHI;

— HENpeayCMOTPEHHBIX OTBOJIOB Kabesel 1 MOAKIIOYEHHBIX YCTPOMCTB.

[Tosp30BaTeNt0 KATETOPUUECKU 3ANPEULACmCA.

- HCII0JIb30BAaTh KOMIIOHEHTHI IPOrpaMMHOro M ammapartHoro obtecnedenus [[1OBM B
HECITyKEOHBIX 1EJIAX;

- CAMOBOJIbHO BHOCHUTbh KakKHe-TMOO M3MEHEHHs B KOHQUIypalMio ammnapaTHo-
nporpaMMHubix cpeacts MCIIJIH unu yctaHaBIuBaTh AONOJHHUTENBHO JIIOOBIE NMPOrpaMMHbBIE U
anmapaTHble CpelICTBA, HE IMPEIyCMOTPEHHbIE apXUBOM JUCTPUOYTUBOB YCTAHOBJIEHHOTO
IPOTPaMMHOTr0 00ecreueHus;

- ocyulecTBIIATh 00paboTKy IIJ[H B NMPHUCYTCTBMU IMOCTOPOHHUX (HE AOMYIIEHHBIX K
JTaHHOM MH(pOopMaIMN) JIULL;

- 3anMchbIBaTh U XpaHUTh [1/IH Ha HEyYTEHHBIX MAIIMHHBIX HOCUTENSIX UH(POPMAIUY;

- OCTaBJISITh BKJIIOUYEHHBIM 0€3 MPUCMOTpa KOMIBIOTEp, HE aKTHBH3MPOBAB CPE/ICTBA
3amuTel oT HCJI (BpemMeHHYyI0 6JIOKHPOBKY SKpaHa U KJIaBUATyphl);

- OCTaBJIATh 0€3 JIMYHOrO MPUCMOTpa Ha paboyeM MecTe WM Iie Obl TO HU ObUIO CBOE
MEPCOHAIBHOE YCTPOMCTBO UIECHTHU(PUKALIMU, MAIIIMHHBIE HOCUTEIHN U pacleyaTKy, coaepiKaliue
I11H;

- YMBILIUIEHHO HCIOJNb30BaTh HEJOKYMEHTUPOBAHHbIE CBOWCTBA U  OLIMOKU B
IPOrpaMMHOM O0ECIIEYeHUHU WJIM B HACTPOWKAX CPEACTB 3aILIUTHI, KOTOPbIE MOTYT NPHUBECTU K
HapyIlIeHuo KoHpunenmansuocty [1/1H;

- pa3menaTth cpencTBa oToOpakeHus MHPOpMauu (MOHUTOpP, NPUHTEP U T.II.) TAaKUM
o0pa3oM, 4yTOOBl C HUX CYILECTBOBAJa BO3MOXXHOCTh BU3YaJIbHOT'O CUMTHIBAHUS MH(POpMALUU
MOCTOPOHHUMH JIMLIAMHU.

AnmuHHUCTpaTOp O6€30MacHOCTH 00s3aH:

— 3HaTh COCTaB OCHOBHBIX M BCIIOMOTaTENIbHBIX TEXHUYECKMX CUCTEM M CPEICTB (najee -
OTCC un BTCC) ycranoBiaeHHslx u cMmoHTupoBaHHbIX B MCII[IH, nepeueHs
HCIIOJIB3yeMOT0 IporpaMmMHoro odecreuenus (panee - [10) 8 UCI1/H;

—  KOHTPOJIUPOBATh LIEJIOCTHOCTH MevyaTel (om0, 3alMTHRIX HaKJIeeK) Ha nepudepuitHoM



o0opynoBanuy, 3anuimeHHsx CBT u npyrux ycrpoiicTax;

IPOM3BOIUTh HEOOXOAMMBIE HACTPOHKM  IOACUCTEMBbI  YNpPaBIEHUS  JOCTYIIOM
ycranoBieHHbIX B UCII[In C3U ot HC/I u conpoBokaaTh UX B IPOLECCE IKCILTyaTallUH,
IIPYU 3TOM:

pean30BbIBaTh MMOJHOMOYHUS AOCTYIA (YTEHHE, 3alUCh) JJIS KaKJIOro I0JIb30BaTENs K
3IIEMEHTaM 3aIlIMIIaeMbIX HWH(POPMALMOHHBIX pecypcoB ((daiiam, KaTtajgoram, IpUHTEPY
U T.JI.);

BBOAUTH onucanusi mnons3oBareneit WCII[An B wunHpopmammonHyo 0a3y cHUCTEMbI
pasrpanuuenus gocryna B UCII/IH;

CBOEBPEMEHHO YAAJIATh OMMCaHUs Mosb3oBaTenell u3 6a3bl naHHbix C3U npu u3meneHuu
CIMCKa JJOMYLICHHBIX K paboTe JIMLL;

IIPOBOAMTH HMHCTPYKTaXX COTPYJHUKOB - IIOJIb30BATENIell KOMIIBIOTEPOB IO IIpaBHJIaM
paboOTBl € HCHONB3YEMBIMU TEXHMUECKHMU CPEACTBAMU M CHCTEMaMM  3allUThl
nHpopmanuu;

KOHTPOJIMPOBATh CBOEBpPEMEHHOE (HE pexe 4YeM OAMH pa3 B TeueHue 360 gHei)
IIPOBEJICHUE CMEHBI MapoJiell JJis JOCTYIa I0JIb30BaTeIel K KOMIIBIOTEpaM U pecypcam
NCTI/H;

o0OecrieunBaTh IMOCTOSIHHBIN KOHTPOJIb BBIIOJHEHHSI COTPYAHMKAMHU YCTAHOBJIEHHOTO
KOMILJIEKCa MEponpusaTuil no obecnedenuto 6ezonacnoctu nHGopmanuu B MCI1/IH;
OCYIIECTBIISATh KOHTPOJb IMOPSAJIKA CO3/IaHUs, Yy4YeTa, XPaHEHUs M UCHOJIb30BaHUS
PE3EpPBHBIX U apXUBHBIX KOMHMI MAaCCUBOB JIaHHBIX;

HAaCTpauBaTb U CONPOBOXKIATb IIOJCUCTEMBI PETUCTPALMM M ydeTa JEHCTBUHI
nonb3oBareneit npu padore B UCII/H;

OpPraHM30BBIBaTh TIeyaTh (aiiJIoB IMOJIb30BaTeNe Ha MPUHTEPE U OCYHIECTBIATH
KOHTpPOJIb COOJIIO/IEHUSI YCTAHOBJIEHHBIX IPABWJ U MAapaMETPOB pErucTpalvu U ydyera
OyMa)KHBIX HOCUTEJEeH HHpOpMaLny;

nepuoandecku Tectupoath GyHkuu C3U ot HCJl ¢ ucmonp3oBaHreM CHEIHATBHBIX
CPEJCTB aHaju3a 3allMIIEHHOCTH, OCOOEHHO NpU H3MEHEHHHM IPOrpaMMHOM Cpelbl U
IIOJIHOMOYMH UCIIOJHUTENEH;

BOCCTAHAaBJIMBAaTh NPOTrPaMMHYIO CpeAly, IporpaMMHbIe cpesicTBa U HacTtpoiiku C3U npu
c0osx;

BecTH JABe Komuu nporpaMMmHbiX cpeacts C3M or HCJ/l um koHTpomupoBaTh HX
paboTOCIIOCOOHOCTS;

NepPUOANYECKH OOHOBJIATH AHTUBHUPYCHBIE CpelcTBa (0a3bl JAAHHBIX), KOHTPOJIHPOBATH
COOJIIOJIeHHE TOJb30BATESIMA TOPSIIOK M TpaBWJIa MPOBEIEHUS AaHTUBHUPYCHOTO
TECTUPOBAHUS;

OPOBOJIUTH PabOTy IO BBHISBIEHUIO BO3MOXKHBIX KaHAJIOB BMELIATENbCTBA B IPOLECC
¢ynkunonupoBanuss MCII/IH u ocymiecTBieHUs HECaHKLIMOHWPOBAHHOIO JIOCTYyNa K
MH(pOpPMaLlUU U TEXHUYECKUM CPEJICTBAM BBIUMCIUTEIbHON TEXHUKH;

o0ecreynBaTh CTPOro€ BBINMOJIHEHHE TpPeOOBaHUN IO OOECIeUYeHUI0 0e30MacHOCTH
uH(OpMalIMKU TIPU OpraHu3anuu Texauueckoro oociyxusanust UCIT/IH u oTnpaBke ero B
PEMOHT  (KOHTPOJMPOBAaTh 3aTUpPAHME I[EPCOHAIBHBIX JIAaHHBIX HA  HOCHUTENAX
UH(POPMAIIUH);

MPUCYTCTBOBATh (y4acTBOBaTh) B paboTax IO BHECEHHIO HM3MEHEHHMH B amnmapaTHo-
nporpamMmmuyto koHpurypauuto UCII/IH;

BecTu nokymeHTanuto Ha MCII[IH B cOOTBETCTBUM C TpeOOBAHUSAMHU HOPMATHUBHBIX
JIOKYMEHTOB.

4. Tlopsinok pe3epBHPOBAHNS U BOCCTAHOBJIEHHS PAG0TOCIIOCOOHOCTH TEXHHYECKUX
CpeaAcTB, MPOrPaMMHOI0 o0ecneyeHus1, 023 JaHHbBIX, 3aMIIAeMoii uHopManuu 1
CPEeACTB 3a1UThI HH(popMannu



Hacrodamuil mopsnok ompenenseT OpraHu3alui0 pPe3epBUPOBAHUS M BOCCTAHOBIICHHUS
pabOTOCIIOCOOHOCTH TEXHUYECKUX CPEACTB M IMPOrPaMMHOr0 obecredeHusi, 0a3 NaHHBIX H
CPEZCTB 3alUThl HH(OPMALIUH.

K wucnonb3oBanuto, s coznanus pesepBHoil konuu B WCIIJIH, nomyckaroTcsl TOJIBKO
3aperucTpupoBaHHble B XKypHaie yuera HOCUTENH.

AnmuHHCTpaTOp 0€30IaCHOCTU  00A3GH OCYHIECTBIATH IEPUOAMYECKOE PE3EPBHOE
KOIIMPOBAaHUE NIEPCOHANIBHBIX JaHHbIX.

Hocurenu nndopmanum, nperHazHaueHHbIE 17151 CO3JaHUs PE3EPBHOM KOIMH U XPaHEHUS
NEPCOHAIBHBIX  JAHHBIX, BBIJAIOTCA  YCTAaHOBJIEHHBIM  IOPSAAKOM  aAMHHHMCTPATOPOM
Oe3omacHocTH. [0 OKOHUAaHMU MPOLEAYpPHl PE3EPBHOIO KOIMPOBAHUS AIEKTPOHHBIE HOCUTENN
C/IAIOTCS HA XpaHEHHUE aIMUHUCTPATOPY O€30M1aCHOCTH, WM PYKOBOJUTEIIO.

IIpu BoccTaHOBIEHHHM PabOTOCIIOCOOHOCTH MPOrPAMMHOIO O0ECIEeUeHUs CHaudaia
OCYILECTBIISICTCSI PE3EPBHOE KOIMPOBAHHME 3alUIIaeMoil MH(opManuu, 3aTeM HpPOU3BOJIUTCA
HOJTHAS IEMHCTAIUIALMSI HEKOPPEKTHO PabOTAIOMIETO IPOrpaMMHOI0 00€CIIeUeHHS.

BoccranosneHue nporpaMMHOro o0ecreyeHust IpOU3BOJUTCS MTYTEM €r0 MHCTAJUISLIUU C
UCTIOIb30BAHUEM  DTAJOHHBIX  JAUCTPUOYTHBOB, XpaHEHHE KOTOPHIX  OCYIIECTBIISAETCS
a/IMUHUCTPATOPOM 0€30MaCHOCTH B CIELMATIbHOM XPaHUJIMILE.

[Ipu paGore nHa xommbrorepax MCII[JH pexkomMeHIyeTcsi WCHOJIb30BaTh HCTOYHUKU
Oecriepe0OMHOr0 MUTaHMS, C LENbI0 NPEAOTBPALICHUS IOBPEXKAECHUS TEXHUYECKUX CPE/ICTB
U(MIH) 3anMIaeMoi nHpopMaIuy B pe3ylibTaTe cOOEB B CETH JICKTPOIIUTAHUSI.

IIpu BoccTaHOBIEHUM PAOOTOCIIOCOOHOCTH CPEJICTB 3aLIUThl MH(POPMALUU CIENyeT
BBIITOJIHUTh HMX HACTPOMKY B COOTBETCTBHHM C TpPEOOBaHMSIMH O€30MacHOCTH WH(pOpMAIUH,
W3JI0’)KEHHBIMU B TEXHUUYECKOM 3a/1aHUH HA CO3/IaHUE CHCTEMBI 3aILUTHI IEPCOHAIBHBIX IaHHBIX.

BoccranoBnenune cpenctB 3amuTel MHGOPMAMK TPOU3BOIAMTCS C HCIOIB30BAaHHEM
STAJIOHHBIX CEPTU(PULUPOBAHHBIX JUCTPUOYTUBOB, KOTOpBIE XpaHATCA Yy aIMMHUCTpaTOpa
oe3omacHocT. llocne ycnemHol HAcTpOMKM CpencTB 3alUThl MH(OpPMALKUKU HEOOXOAUMO
BBITIOJIHUTH PE3EPBHOE KONMMPOBAHUE HACTPOEK JAHHBIX CPENCTB C MIOMOIIBIO BCTPOCHHBIX B HUX
(GyHKIMI Ha 3aperucTpUpOBAHHBIA HOCUTEID.

OTBETCTBEHHOCTh 3a IIPOBEIEHUE PE3EPBHOIO KOMUPOBAHUSA, MEPONPUATHI IO
BOCCTAHOBJIEHHIO  PabOTOCIIOCOOHOCTH  TEXHMYECKUX  CPEJICTB,  MEPONpHUSATHH 1O
BOCCTAaHOBJICHHIO  CPEJICTB  3alIUThl MH(OpPMAIMM  BO3JIaraeTcs Ha  aJMUHUCTpPATOpa
0€30I1aCHOCTH.

5. Ilopsaaok o0yyenus nepconana npaktuke pa6orsl B UCII/In B yacTu ob6ecneuyeHus
0€30MACHOCTH NMePCOHATBHBIX JAHHBIX

Ilepen nHauanom pabGoret B MCIIJIH monp30oBaTenn AOJKHBI O3HAKOMHUTBCS C
TpeOoBaHusAMU HacTosmiero [lonoxeHus moa pocnucs;

ITonp30BaTeny JOKHBI IPOJAEMOHCTPUPOBATh aIMUHUCTPATOPy 0€30IaCHOCTH Hajuuue
HEOOXOAUMBIX 3HAHUM U YMEHUH ISl BBITOJTHEHUSI TpeboBaHuil HacTosmero [lomoxenus;,

OTBETCTBEHHBIM 3a OpraHu3alMi0 OOy4yeHHMs M OKa3zaHHE METOAWYECKOH IOMOIIM B
YUPEXKJIEHUU SBJISIETCS aIMUHUCTPATOP OE30MaCHOCTH;

6. IlpaBuIa aHTHBHPYCHOI 3aIIMTHI

Hacrosimue npaBuia onpenenstor TpedoBaHus K opranu3anuu 3amuTsl o0bexta UCTTIH
OT Pa3pyIIAIOINIEro BO3ACHCTBUS BPEIOHOCHOTO MPOTPAMMHOIO OOECTIeUeHHs, KOMITBIOTEPHBIX
BHUPYCOB U YCTaHABJIMBACT OTBCTCTBCHHOCTh PYKOBOAUTEIIA U COTPYAHUKOB, SKCILTYAaTUPYIOIIUX
U conpoBoxaaronux komnbiorepsl B coctaBe MCII/{H, 3a ux BbINOJIHEHNUE.

K HCITIOJIB30BaHHIO Ha  KOMIIBIOTEpPaAX JOIIYCKAOTCA  TOJIBKO JIMIICH3NOHHBIC
AHTHUBUPYCHBIC CPCACTBA,



YcTaHoBKka W HaudaldbHas HACTPOWKA CPEACTB AHTUBHPYCHOTO KOHTPOJIS Ha
KOMITBIOTEpaX OCYIIECTBIISECTCS aIMUHUCTPATOPOM OE30MaCHOCTH;

AnmuHHCTpaTOp  0€30MacHOCTH  OCYWIECTBIISICT — MEPUOAMYECKoe  OOHOBIICHHE
AHTUBUPYCHBIX CPEACTB U KOHTPOJIb UX pabOTOCTIOCOOHOCTH;

SApnwik (ccbuIKa) IS 3aIlyCKa aHTUBUPYCHOM MPOTPaMMBbl TOJIKEH OBITh JOCTYIICH BCEM
T10JIb30BATENSIM HHPOPMAIIIOHHBIX CUCTEM;

ExxenenenpHO B Hauasne paboTHI, MOCTE 3arpy3Kd KOMIIBIOTEpAa B aBTOMATHYECKOM
peXHUME JOJHKEH MPOBOJUTHCS AHTUBUPYCHBIN KOHTPOJIb BCEX TUCKOB U (aillioB KOMIIBIOTEPOB;

O0s13aTeIbHOMY aHTUBUPYCHOMY KOHTPOJIIO TIOJUICKUT T00as nHpopmamus (TEKCTOBBIC
Gaiinel 100X GopMaToB, (ailyibl TaHHBIX, UCIIOIHsIEMbIC (aiiiabl), HHPOPMALHU HAa ChbEMHBIX
HocuTensx (MarHUTHBIX auckax, USB-nakonurensx, CD-ROM wu T.m.). KonTpons ucxopasiiei
uH(pOpMalii HEOOXOAUMO MPOBOJUTH HETIOCPEACTBEHHO NEpe]] apXUBUPOBAHUEM U OTIPABKOMN
(3amuchi0 HAa ChbeMHBIA HOCUTED);

@aiinpl, mOMeaeMble B 3JIEKTPOHHBIN apXWB HA MAarHUTHBIX HOCHUTENSX, JOJDKHBI B
00513aTeTTLHOM TOPSJIKE MPOXOIUTh AHTUBUPYCHBIN KOHTPOIIb;

YcranaBnuBaemoe (M3MEHSEMOE) TporpaMMHOE oOOecreyeHHEe JIOJDKHO — OBITh
MPEIBAPUTEIILHO MPOBEPEHO HAa OTCYTCTBHE BUPYCOB. HemocpencTBEHHO TOCIE YCTaHOBKH
(M3MeHeHHs) TPOrpaMMHOr0 OOECIeueHUsT KOMIIbIOTEepa, aAMHHHCTPATOPOM Oe30MacHOCTH
JIO0JKHA OBITH BBINOJIHEHA aHTUBUpYCcHas nposepka UCIIH;

Ha xoMmbroTepsl moibp30BaTeneil 3amnpeaercss ycTaHOBKA MPOrPaMMHOI0 00ecTieyeHMs,
HE CBS3aHHOTO C BBIMOJIHCHHEM (DYHKIIUH, MPEAYCMOTPEHHBIX TEXHOJIOTHYECKUM IPOIIECCOM
00paboTKu HHMOPMAITUH;

[Ipy BO3HUKHOBEHUM TIOJO3PCHUS HA HAJIMYHUE KOMITBIOTEPHOTO BHpyca (HETUITUIHAS
paboTta mporpamMM, MosiBIEHHE TpadUUYeCKUX U 3BYKOBBIX I(PGHEKTOB, MCKAKEHUN TaHHBIX,
npornaganue (aiyoB, Yactoe TOSBICHUE COOOMEHUH O CHCTEMHBIX OIMMOKaXx H T.II.)
M0JIb30BaTEIb CAMOCTOSATENBHO (MM BMECTE C AJAMHHHCTPATOPOM O€30MaCHOCTH) AOJKEH
MIPOBECTH BHEOUEPETHOW aHTUBHPYCHBIN KOHTPOJb KOMITBIOTEPA.

B cnyuae oOHapyxkeHHs TpH MPOBEICHUH AHTUBUPYCHOW MPOBEPKU 3apaKCHHBIX
KOMITHIOTEPHBIMH BHpYycaMu (DaiiJIOB TOIH30BATENb 00s3aH:

- MPUOCTaHOBUTH 00paboTKy naHHbIX B UCII/H;

- HEMEIJIEHHO TIOCTaBUTh B M3BECTHOCTH O (akTe OOHApYKEHUS
3apakeHHBIX BHPYCOM (aiiIoB aIMHHHCTpATOpa OE30MAaCHOCTH, a TaKXe CMEXKHBIC
noJipa3jieNieH s, HCTIONb3YIoure 3TH (paiinsl B paboTe;

- COBMECTHO C BJIQ/ICJTBIIEM 3aPaKCHHBIX BUPYCOM (ailJIoB MPOBECTH aHAIIN3
BO3MOXXHOCTH, JaJTbHEHUIIIETO UX UCTIOIH30BAHUS;

— MIPOBECTH JICUCHUE UM YHUUITOKECHHE 3apaKeHHBIX (ailioB.

OTBETCTBEHHOCTh 3a OpraHu3anuio aHTuBUpycHoro koHtponss B WCIIJlH B
COOTBETCTBUHU ¢ TpeOoBaHUsMH HacTosimero [lomokeHus Boznmaraercsi Ha aJIMHUHHCTPATOpPA
0€30I1acHOCTH,

OTBETCTBEHHOCTh 3a MPOBEJAECHUE MEPONPUATUI aHTUBUPYCHOM 3alUThl B KOHKPETHON
UCTI/Ix u cobmronenue TpedoBanmii HacTosimero [lonoxxenus Bo3naraercs Ha aIMUHUCTPATOpa
0e30macHOCTH ¥ BceX nonb3oBareneit qanao MCII/x.

7. TlpaBuja napoJibHO# 3a1UTHI

JlaHHbIE TpaBHJIa PETIAMEHTUPYIOT OPraHU3alMOHHO-TEXHUYECKHE MEPONPHUSTHS I10
00eCIeYeHNI0 MPOLIECCOB TeHEPaLlui, CMEHBI U MpekpaiieHus aeictsus napoieid B UCII/IH, a
TaK)kKe KOHTPOJIb IEUCTBUI TOJIb30BaTENIeH MPU PadOTE C MApOISIMHU.

OpraHu3anMoHHOE M TEXHUYECKOe 00ecrieueHre MpoLecCOB IeHepaluy, COIb30BaHuUS,
CMEHBI ¥ TIPEKpalIeHus AecTBus naposiei Bo Beex noacucremax MCIT/IH u KoHTpoIb neicTBHiA
NOoJIb30BaTeNel Ipu paboTe ¢ MapoIsIMHU BO3JIaraeTcs Ha aIMHUHHUCTpaTopa 0€30MacHOCTH.



IIpu goctyne monb30BaTeliss B CHCTEMY JOJDKHA OCYHIECTBIATHCA WACHTU(UKAIMS U
IPOBEpKAa IOUIMHHOCTH IO WACHTU(GHUKATOPY M NapoJI0, a TaKKe C HCIOJIb30BAHUEM
AIIEKTPOHHBIX UACHTU(PUKATOPOB.

JInuHble TApOJU OJIKHBI T€HEPUPOBATHCS U PaclpellesIAThCsl LEHTPATIU30BaHHO JINOO
BBIOMPATHCS MOJIB30BATENISIMU CAMOCTOSITEIBHO C YUYETOM CIEAYIOMUX TpeOOBaHUIA:

- IapOJIb AOJKEH OBITh AJIMHOM HEe MEeHee 1eCTH OYKBEHHO-LIU(POBBIX CUMBOJIOB;

- CAMBOJIBI TIapoJiel i pabodnx CTaHIUM, Ha KOTOPBIX YCTaHOBJIEHO CPEACTBO
3alUThl MH(OPMAIMM OT HECAHKLIMOHUPOBAHHOI'O JAOCTYIA, JOJDKHBI BBOJIUTHCS B PEXHUME
JATUHCKOW pacKiIaJIKi KJIaBUATYpHI;

- IapoJIb HE JIOJDKEH BKJIIOYaTh B €e0sl JIETKO BBIYMCISEMbIE COYETAaHUS CHMBOJIOB
(umena, pamuany, HaumeHoBaHust APM u 1.71.), a Taioke oOuienpuHATHIe cokpamienus (OBM,
JIBC, USER u 1.11.);

- [IpY CMEHE NapoJisi HOBOE 3HAUYE€HUE JODKHO OTIMYATHCS OT MIPEIbIIYIINX;

- [10JIb30BaTENb HE UMEET MpaBa cOOOIATh JIUYHBIA NapoJib APYIUM JIMLIAM.

ITonnas ruraHoBast cMEHa MapoJIe MOJb30BAaTENICH TOJKHA POBOAUTHCS PETYIIAPHO, HE
pexe oaHoro pasa B TeueHue 360 aHei.

VYnanenue yderHod 3anucu mnonb3oBarens HWCIIJIH B ciydae mnpekpamieHusi ero
HOJHOMOYMH (YBOJIBHEHME, MEPEX0] Ha JIpYTrylo paOoTy BHYTPH YUPEXKICHHS U T.II.) JOJDKHA
POM3BOIUTHCS AAMUHUCTPATOPOM O€30IMaCHOCTH HEMEJICHHO TOCJIEe OKOHYAHUS ITOCIIETHEro
ceaHca paboThl JaHHOT'O MOJIb30BATENS C CUCTEMOM, Ha OCHOBAaHUU yKa3aHHs PyKOBOAUTEIS WIH
HavyaJIbHUKA OT/ieJa KaJpoB.

BHerutaHoBas mosiHas cMeHa MapoJjiel Bcex MOJb30BaTeNlel J0JDKHA MPOU3BOAUTHCS B
Clly4ae IIpEeKpalleHUs] IOJIHOMOYMM (YBOJIBHEHME, IEpEeXo] Ha JpYrylo paboTy BHYTPHU
YUPEKACHUS U IpyTrue 00CTOATEIbCTBA) aIMUHUCTPATOpa 0€30MaCHOCTH.

B cinywsae xommpomeranuu smuHoro mnapoiis mnosibzoBarenss MCIIIH momkHBI OBITH
HEMEJUIEHHO MIPEIIPUHATH MEPBI IO U3MEHEHUIO €ro MapoJsl.

KoHnTponb neficTBuil monp3oBaTeneil mpu paboTe ¢ mapoyisiMi, COOTIOACHUE TTOPSIKA X
CMEHbI, XpaHEHUS U MCII0JIb30BaHMsI BO3J1araeTcsl Ha aAMHUHHUCTpaTopa 0€301MacHOCTH.

8. IIpaBuia 00HOBJIEHHMS 00IIECHCTEMHOI0 M MPUKJIAHOTO MPOTPAMMHOI0
obecnieyeHusi, Texauyeckoro oocayxusanus UCIIIn

Hacrosiue mpaBuna periiaMeHTUPYIOT oOecrieueHre 0e30macHOCTH MHGOpMAIMu Mpu
NPOBEIEHUN OOHOBJIEHUS, MOJIU(UKAIMK OOIIECUCTEMHOT0 W MPHUKIAJHOIO HPOTrPaMMHOTO
o0OecrieyeHns, TEXHUYECKOro OOCITY)KMBaHUS WU NPU BO3HUKHOBEHUHU HEIITATHBIX CUTYyalUH B
pabote UCII/H.

[IpaBo Ha ycTaHOBKY, OOHOBIEHHE U MOIU(DUKAIINIO OOIIECUCTEMHOTO M MPHUKIIATHOTO
nporpaMMHoro otecneuenus kommbiotepoB MCII[IH npegocTaBisieTcss aaMHUHUCTPATOPY
0€30MacHOCTH.

IIpaBo BHeceHUS M3MEHEHUIl B KOH(UIYypalMIO anapaTHO-NPOrPaMMHBIX CpEICTB
3alUThl HH(QOPMAaLIUU TPEIOCTABISAETCS aIMUHUCTPATOPY O€3011aCHOCTH.

W3menenne koHpurypauuu anmnapatHo-nporpamMmubsix cpeacts MCII[IH kem-nubo,
KpOMe aJMUHUCTpaTopa 0€30MaCHOCTU 3anpeuieHo.

3asBKy Ha BHECEHHE M3MEHEHHH B KOH(HUIypalHio anmnapaTHO-MPOrPaMMHBIX CPEICTB
3anuiieHHbIx padounx mect UCII/IH, paccmaTrpuBaeT pyKOBOJIUTENb, BUSHPYET €€, YTBEpKIaas
TEM CaMbIM IPOU3BOJICTBEHHYIO HEOOXOJMMOCTb ITPOBEICHUS YKa3aHHBIX B 3asIBKE U3MEHEHUI.

[Tocne yero 3asiBka nepeaaeTcs aqMUHUCTPATOPy 0€30MaCHOCTH AJIsl HEMOCPEACTBEHHOTO
UCTIOJIHEHUS! padoT MO0 BHECEHUIO M3MEHEHHH B KOH(PUIYpalHI0 KOMIIBIOTEpPA, YKa3aHHOIO B
3asiBKe.

VYcranoBka mnu obHoBienue noacucteM MCII[H DOMKHBI MPOBOAMUTHCS B CTPOTOM
COOTBETCTBUM C TE€XHOJIOTHEH MpoBeleHHs MOIU(UKALMUNA MPOrpaMMHBIX KOMIUIEKCOB JaHHBIX
MOJICUCTEM.



VYcranoBka u obOHoBineHue I1O (cucTeMHOro, MPUKIAJAHOTO, TECTOBOTO M T.NI.) Ha
KOMITIBIOTEpPaX MPOU3BOAUTCS TOJBKO C OPHUTMHANBHBIX JUIEH3MOHHBIX JUCTPUOYTUBHBIX
HoOcHUTeleH (KOMITaKT JMCKOB).

Bce pobGaBnsiemble mnporpamMMmHble U anmapaTHble KOMIIOHEHTHI JOJDKHBI  OBITh
MPeBAPUTEIHLHO MPOBEPEHBI HA PA0OTOCIIOCOOHOCTH, a TAKIKE OTCYTCTBHE OMACHBIX (DYHKIIUH.

[Tocne ycranoBku (oOHOBieHus) [IO, amMuHUCTpaTOop O€30MACHOCTH  JIOJDKEH
Npou3BecTH TpeOyeMble HACTPOWKH CPEACTB YIPaBIEHUS JOCTYIIOM K KOMIIOHCHTaM
KOMIIBIOTEpA U MPOBEPUTH paboTocnocoOHOCTh [10 1 mpaBMIIBHOCTh UX HACTPOMKH.

[Ipy BO3HMKHOBCHHH CHUTYyallud, TpPeOYIOIUX TMepeaadyd TEXHUYSCKUX CPEICTB B
CEPBHUCHBIN LIEHTP C LEJIbI0 PEMOHTA, aJIMUHUCTpaTOp O€30MacHOCTU 00s3aH NPEANPUHATH
HE0OXO0IUMBIC MEPBI JUIsl 3aTUPAHUS 3alIUIaeMOi HH(pOpMaIiK, KOTOpasi XpaHUIach Ha JUCKaX
KOMIIBIOTEpA.

9. Hopsinok koHTpoOJIsi 00ecniedenus 3amuThl uHGopmanuu B UCII/IH u
NPUOCTaHOBKHU npengocrapijeHus [1/{n B ciiyyae oOHapy:keHUsI HAPYLIEHH
NOPsI/IKA UX NMPe0CTABIEHMS.

Konrpons 3amurel uHpopmanmu B MCIIJJH - KOMIJIEKC OpraHM3allMOHHBIX U
TEXHUYECKUX MEPOIPUATUN, KOTOpPBIE OPraHM3yKOTCA M  OCYIIECTBISIIOTCA B LEJIX
IOPENYNPEXACHU U IPECEYCHMs] BO3MOXKHOCTU IIOJIyYEHUS IIOCTOPOHHUMM  JIMLIAMU
OXpaHSIEMBIX CBEJCHUH, BBISIBIICHUS U MPEAOTBPAIICHUS YTEUKH HH(POPMAITUH MO0 TEXHUYIECKUM
KaHajaM, UCKJIIOUEHUS WU CYIIECTBEHHOI'O 3aTPYAHEHHs HECAaHKIMOHMPOBAHHOIO IOCTyHa K
MH(pOpMalLlMY, XMUILEHUS TEXHUYECKUX CPEJICTB W HOCUTENeH MH(pOpMaluu, MperloTBPALECHUS
CHELHUAIBHBIX  MPOrPaMMHO-TEXHUYECKMX  BO3ACHCTBHUM,  BBI3BIBAIOIIUX  HApYLIECHUE
XapakTEepUCTHK  Oe30macHOCTH  MHPOpMAaIMKM Wi  paboTOCOCOOHOCTH CUCTEM
UHpOpMAaTU3ALUH.

OCHOBHBIMU 3a7JauaMu KOHTPOJIS SBJISIOTCS:

— IpOBEpKAa OpraHu3allMd BBIIOJHEHHUS MEPOIPHUIATUH 10 3amure HHGpOpMALUU B
yUpEeXKAEHUHU, ydeTra TpeOoBaHMI 1O 3amure HHGPOpMAIMM B pa3padaTbIBaEMbIX
IJIAHOBBIX U PACTIOPSAIUTENBHBIX JOKYMEHTAX;

— YTOUHEHHE 30H mepexBara oOpabaTbiBaeMol Ha 0O0BEKTaxX WH(pOpPMAIMH, BO3MOKHBIX
KaHaJIOB YT€UKH MH(OpPMAaLNY, HECAHKIIMOHUPOBAHHOIO JOCTYyINa K HEH M MPOrpaMMHO-
TEXHUYECKUX BO3JEHCTBUI Ha MHPOPMALIUIO;

— TpOBEpKa BBIMOJIHEHUSI YCTAHOBJIEHHBIX HOPM M TpeOOBaHUH MO 3alUTe UHPOPMALUK OT
YTeUKH TI0 TEXHUYECKUM KaHajlaM, OIIeHKa JOCTaTOYHOCTH M 3(P(HEKTUBHOCTH
MEPONPUATHIA MO 3aLUTe HHPOPMALIUY;

— T1poBepka BblnosiHeHUs1 TpeboBanuil mo 3amute WMCII/IH 0T HecaHKIMOHMPOBAHHOTO
JIOCTYIIA;

— TpOBEpKa BBIMOJHEHUsS TpeOOBAaHMI MO aHTUBUPYCHOM 3alUTe aBTOMATH3UPOBAHHBIX
CHCTEM M aBTOMAaTU3UPOBAHHBIX Pa0OYUX MECT;

— TIpoBepKa 3HAHUI PaOOTHHUKOB MO BOIPOCAM 3alIUThl HHPOPMAIMU U UX COOTBETCTBUS
TpeOOBaHUSAM YPOBHSI MOATOTOBKH JIJIsl KOHKPETHOTO pabovyero Mecra;

— OIlepaTUBHOE MPHUHATHE MEP IO MPECEYCHHUIO HapyUIeHWH TpeOoBaHMN (HOPM) 3allUTHI
uHpopmanuu B UCIT/H,;

10. IHopsaok oxpaHbl M J0NyCKa MOCTOPOHHMX Jiull B noMemenust UCIIAn

B yupexnenuu nomxHa ObITh IpeycMOTpeHa (pr3nueckas oXpaHa TEXHUYECKHX CPECTB
UCTIn (ycTpolcTB M HocuTened MHQOpMaluu), mperycMaTpuBaronas KOHTPOdb JOCTyna B
MIOMEILEHUS IOCTOPOHHUX JIUL, HAJIMUUE HAJEKHBIX MPEMSITCTBUNA AJI1 HECAHKIIMOHUPOBAHHOTO
MIPOHUKHOBEHUS B IOMELIEHUS U XpaHUJIUILE HocUTene nudopmanuu.

B nomernieHusx 10mKHa ObITh YCTAHOBJICHA OXPAaHHAS M MOKapHasi CUTHATU3ALHSL.



CepBeproe u kommyTarmonHoe ob6opynoBanne WCII[[H DOMKHO HAXOAHUTHCS IO
HAJCKHBIM 3aMKOM, B OTIEIbHOM IOMEUICHUHM WM 3amuparomeMcs mkady, KoY J0KEH
XPaHUTHCS y aIMUHUCTpaTOpa 0€30MaCHOCTH.

BckpbiTe U 3aKkphiTHE MOMENICHUH OCYIIECTBISIETCS COTPYAHUKaMH, paOOTAIOIIUMU B
JTAHHBIX TOMEIICHUSX.

Chnucok COTPYIHUKOB, HMEIOIIUMX MPaBO BCKPhIBaTh (CAaBaThb IIOJ OXpaHy) U
OTEYaThIBATh MOMEIICHUS YTBEPKIACTCS PYKOBOJAUTENIEM U MepeaacTcsl Ha TOCT OXPAHBI.

[Ipu 3aKkpbITUM MOMELIEHUH M cOAa4ell MX MOJ OXpaHy COTPYAHHUKH, OTBETCTBEHHBIE 3a
MOMEIIEHUSI TPOBEPSIOT 3aKPBITUE OKOH, BBIKIIOYAIOT OCBEIICHHUE, OBITOBBIC TPHUOOPHI,
OPITEXHUKY U IIPOBEPSAIOT IPOTUBOIIOKAPHOE COCTOSHUE MOMEILEHHUS, 3 JOKYMEHThI U HOCUTEIN
uH(pOpMAIIMM Ha KOTOPBIX COIEpX ATCS MEPCOHANBHBIE TaHHBIC, YOUPAIOTCS Uil XpaHCHUS B
3aMmMpaeMblid SIUK CTOIA WK cerd.

[Ipu oOHapy>KEHWU TOBPEXKICHUS 3aMKOB, JBEpEU WM HATUYHS JPYTHX TPU3HAKOB,
YKa3bIBalOLIMX HAa BO3MOKHOE IPOHUKHOBEHHE B IIOMEILIEHUE IOCTOPOHHUX JIMILI, [IOMELIEHUE HE
BCKPBIBAETCS, @ COCTABIISICTCSl aKT, B MPUCYTCTBUM OXpaHHUKA. O MPOUCIIECTBUU HEMEIJICHHO
COO00IIIaeTCsl PYKOBOJUTEINIO U (HMJIM) OTBETCTBEHHOMY 32 3aIIUTy WH(OPMAIIHH.

[Ipu cpabaTbiBaHUM OXpaHHOW CHUTHAJIM3AIMU B CITY’)KEOHBIX MOMEIICHUSX B Hepabouee
BpeMsl OXPaHHHUK COOOLIAaeT O CIy4YHMBIIEMCS OTBETCTBEHHOMY 3a IIOMEILICHHE, WU
OTBCTCTBEHHOMY 33 3allUTy WH(OpPMANWW, WIA PYKOBOJIUTEIIO, HIU aJIMHUHUCTPATOPY
0e30MacHOCTH.

11. 3akia4YuTeabHbIC MOJ0KEHUNA

TpeboBanust Hactosimero Ilomoskenusi oOs3aTenbHBl NI BCEX  COTPYIIHHUKOB,
00pabaThIBArOIIMX NIEPCOHATBHEIC TAHHBIC.

Hapymenne tpeboBanuii Hactosimero IlonoxeHus BiaedeT 3a co00W NUCHUIUIMHAPHYIO,
rpak 1aHCKO-TIPABOBYIO, A/IMUHUCTPATUBHYIO WM YTOJOBHYIO OTBETCTBEHHOCTh B COOTBETCTBUU
¢ 3aKoHOJaTenbCTBOM Poccuiickoit denepanum.



[Ipunoxenue 1.

3ASBKA
Ha BHECEHHE U3MEHEHUI B CIIMCKU OJIb30BATENIEH U HAJIEJICHUE UX TOJTHOMOYUSAMHU JOCTYIIA K
pecypcam HHPOPMAIIMOHHOW CUCTEMBI ITepcoHaNbHBIX naHHbIX ['Y3 «KapsiMckas [IPB»

[Ipomury 3aperucTpupoBaTh MoJab30BaTENEeM (MCKIIOUUTH M3 CIIKMCKA MOJIb30BaTENIe, N3MEHUTD
MOJIHOMOYMSL  TOJb30BaTessi)  HMHOOPMALIMOHHOW  CUCTEMbl  MEPCOHANBHBIX  JIAHHBIX
I'V3 «Kapeimckas LIPb»

(IOMKHOCTH ¢ YKa3aHHEM MOApa3IeICHHs)

(paMmiusg UMS ¥ OTYECTBO COTPYTHHUKA)

npeaoCTaBuB €My IIOJTHOMOYUA, HeO6XOI[I/IMI>I€ (J'II/IIHI/IB €ro HOJ'IHOMO‘IPIfI, H€O6XOI[I/IMI)IX) JJIA
PCIICHHUA 3a0a4:

(crircoK 3a/1a4, MPUIIOKEHHI)

Ha cregyromux pabounx mecrax (Ne [I9BM)

(pamumvist, *HUIIAATIBI ) (moanuce)

« » T.




[Ipunoxenue 2.

OBA3ATEJIbCTBO
0 HepasriiameHny HH(popmalnu, coaepkaiieii mepcoHalbHbIE JaHHBIE

A,

(®.N.0. corpynamka)

UCTIOJTHSIIOIINH (as1) TOJDKHOCTHBIE 00SI3aHHOCTH TI0 3aMeIaeMOi JOJDKHOCTH

(mOMKHOCTH, HANMEHOBAHHUE CTPYKTYPHOTO TOJPa3IeIeHNS )

npenynpexaeH (a) 0 TOM, YTO Ha MEPHOJ] UCTIOJHEHUS TOJDKHOCTHBIX 00sI3aHHOCTEH B COOTBETCTBHUH C
JOJDKHOCTHBIM DETJIaMEHTOM MHE OyAeT NpeNoCTaBleH NONYyCK K IEpPCOHAJIbHBIM JAaHHBIM,
oOpabaTeiBaeMbIM B HHPOPMAIHOHHON cucTeMe nepcoHanbHBIX NaHHBIX ['Y3 «Kapemckas LIPb»
Hacrosmum 1o6poBoasHO IpUHUMAIO Ha ce0s 00sI3aTeNbCcTRa:

1. He mnepemaBaTe M He pasriamarh TPETbUM JullaM HHGOPMALHUIO, COIEPKALIYIO
NepcoHalbHbIEC TaHHBIE, KOTOpas MHE JoBepeHa (OyneT JOBEpEeHa) WM CTAaHET W3BECTHOM B CBSI3U C
UCIIOJIHEHUEM JOJKHOCTHBIX 0053aHHOCTEH.

2. B cnyyae NONBITKM TPeTHUX JHUI MOJYYUTh OT MEHS HH(OpMaunuio, COIEpKaIlyIo
NepCOHaIbHbBIE JaHHbBIE, COOOIATh HENOCPEACTBEHHOMY HaYalbHUKY.

3. He wucnonp3oBate HHpOpMAIHUIO, COACPXKAIIYI0 IEPCOHAJbHBIE HAaHHBIE, C LEIbIO
MOJYyYCHUS BBITOBI.

4. BrinmosnHATh TpeOOBaHUS HOPMAaTHUBHBIX NPABOBBIX aKTOB, PEIVIAMEHTHUPYIOLIUX BOIPOCH
3alllUThI IICPCOHAJIBHBIX JaHHBIX.

5. Ilocne mpekpalieHus NpaBa Ha IOMYCK K MH(pOpMalUM, COAeprKalleil mepcoHalbHbIE
JaHHBIC, HC pasrjamarb M HCE IMCEpeaaBaTb TPETbUM JIMaM HW3BCCTHYIO MHC I/IH(bOpMaHI/IIO,
COJEPKalllyl0 IIEPCOHAJIIbHBIE aHHBIE.

S npenymnpexaeH (a) 0 TOM, 4TO B Cllydae HapylIeHHs JaHHOTO 00s3aTeNbcTBa OyIy MpUBJICYEH
(a) X DUCUMIJIMHAPHOW OTBETCTBEHHOCTH H/WJIM WHOW OTBETCTBEHHOCTH B COOTBETCTBHH C
3aK0HOJaTeNnbCTBOM Pocculickoit @enepanumu.

(pamumist, ”HUITHAIIBI ) (moamnuce)

« » TI.




[Ipunoxenue 3.

JKYPHAJI YUETA
3aIIATIIACMBIX HOCUTENNEH HH(OpMAaITHN

Hawar . .2018r.

AnMuHHCTpaTOp UH(GOPMAIIMOHHON 0€30IacHOCTH

)00
Jara YyeTHsIi Bun 3aBocKoi Pacnucka B Pacnucka B Mecto Otmetka 00
MOCTYIUICHUS HOMeEp HOCHTEIS (cepwuiiHbIii MOJIy4E€HUU 00paTHOM NpUEME | XPAaHCHUS | YHHYTOKCHUHU
HOMED) (®HO, moanuce, (®UO, moanucs, OpaKOBaHHBIX
JiaTa) J1aTa) MHU (Ne axra,
MOAIHKCH, 1aTa)

HXXMJI - HakomuTes b Ha KECTKMX MAarHUTHBIX JUCKaX;
I'J] - ruObKue MarHuTHBIE JUCKH;

O/] - onTUYecKre ¥ MArHUTOONTHYCCKUE TUCKH,

3II - ycrpoiicTBa noiroBpeMeHHol anekrponHoil namsitu (Flash Memory);
MUJI - MarHUTHBIE JIEHTHI.




[Ipunoxenue 4.
KYPHAJI YYETA

cepTHGHUIMPOBAHHBIX CPEACTB 3aIIUTH HHPOPMAITHH,
IKCILTYaTAMOHHOM U TEXHUYECKOW TOKYMEHTAIINU K HUM

Hawar . .2018r.

AnmMuHUCTpaTOp MHGOPMAIIMOHHOM 0e301macHOCTH

QU0
Wnnekc n Hone HanmenoBanue
HauMEHOBaHUE CepuiiHbiit p OpraHu3alu,
Howmep o CIeIUaIbHOrO " Mecto
cpencTaa (3aBoCKOI) YCTaHOBHBIIEH [Ipumeganne
n/m 3aIIUTHOTO YCTaHOBKH
3aIUATHI HOMEp C3U
3HaKa
nHpopmanuu
1 2 3 4 5 6 7




